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How to allow PlanetPress Suite to communicate
together across the network when using
Microsoft Firewall.
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PlanetPress Suite Messenger

PlanetPress Suite uses a special service component, hereby referred to as "Messenger" (do not confuse with
Windows Messenger or MSN Messenger) to allow products of PlanetPress Suite to work together across the
network. For example, Messenger is used to know which product is installed on which computer, send documents

from PlanetPress to PlanetPress Watch, etc. Note that the Usage column represents the various modules within
Messenger, not separate programs.

We are officially registered with IANA (Internet Assigned Numbers Authority):

http://www.iana.org/assignments/port-numbers

Protocol Local Port Remote
Port

File transfer server (documents, jobs, etc) 5863 (listening port)
Product discovery (server) UDP 5863 (listening port)(2) N/A
File transfer client (documents, jobs, etc) TCP default(1) 5863
Product discovery (client) UDP default(1)(2) 5863
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Configuration

If you are under Windows XP and you are using Microsoft Firewall, this may cause some conflicts

when trying to communicate between any of the PlanetPress Suite products, if Microsoft Firewall is
not properly configured.

In order for products within the PlanetPress Suite to communicate together, when using Microsoft
Firewall, you need to give exception to the PlanetPress Suite Messenger port, which is port 5863.

Under Control Panel, Double click on Microsoft Firewall, the following screen will appear.

= Windows Firewall

General | Exceptions | Advanced |

e
C | windows Firewall is helping to pratect vour PC

Windaows Firewall helps protect pour computer by preventing unauthaorized uzers
from gaining access to your computer through the Internet or a networls.

@ (#)'0n [recommended}

Thiz zething blacks all outside sources from connecting to this
computer, with the exception of thoze zelected on the Exceplions tab.
[ ] Don't allow exceptions
Select thiz when you connect ta public netwarks in less secure
lozations, such asz airportz. You will not be notified when Windowes

Firewall blacks programs. Selections on the Exceptions tab will be
igniored.

@ ) Off [not recommended]

Avoid uging thiz setting. Turning off ‘Windows Firewall may make this
camputer mare vulherable ta viruzes and intruders.

What elze should | know about Windows Firewall?

[ 1] l [ Cancel
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Click on the Exception Tab and select the Add Port button.

= Windows Firewall

General | Exceptions .ﬁ.dvanced|

Windows Firewall is turned off. our computer iz at rigk of attacks and intruzions
from outzide sources such as the Intemet. *We recommend that you click the
General tab and select On.

Frograms and Services:

Mame

M} Filz and Printer Sharing
PlanetPress
PlanetPress

Femote Azzistance

[ Remote Desktop

O UPAP Framewrk,

| tddProgiam... | | addPot. || Edi. Delete

Dizplay a notification when \Windows Firewall blocks a program

What are the risks of allowing exceptions?

[ ]9 ] [ Cancel
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The following window will appear where it will allow you to add the Name and Port Number.

In this case we will use Port number 5863, which is the remote port number for PlanetPress Suite Messenger. As
for the name, you can simply enter a name that describes the Service program.

It is recommended to add the Name and Port Number for both protocols (TCP and UDP).

TCP

Add a Port X

|ze these settings to open a port through *indows Firewall. To find the part
number and protocol, consult the documentation far the program or zervice pou
want o uze.

Mame: | FlanetPress |

Fort number: | 5863 |

®T1CP QO upP

whhat are the risks of opening a port?

-
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ubDP
Add a Port X

IJze theze zettingz to open a port through 'windows Firewall. To find the port
nurnber and protocol, consult the docurmentation for the program or gervice you
want to use.

ame: | FlanetPress |

Part umber: | o063 |

TP ® UDP

Wwhat are the risks of opening a port?

e

After you press on the OK button, the name of the service (program description “PlanetPress”) will appear

checked as seen on the screen shot above called “Windows Firewall”.

*%xxNote ***

Remember that PlanetPress Messenger should be started in order to communicate between the PlanetPress Suite
Services (Programs).
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